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To be, or not to be, borderless

 – the future of the Internet

The ‘borderless’ nature of certain forms of Internet communication causes problems in relation to the regulation of Internet activities. These problems can be addressed in either of two ways; borders can be placed on the Internet, or borders can be placed around the Internet. 
This paper identifies some highly undesirable consequences of the placing of borders on the Internet and argues that it is necessary to properly examining the possibility of placing borders around the Internet instead. 
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Introduction

Certain Internet applications, such as the World Wide Web (WWW), are widely recognised as being borderless. This ‘borderlessness’ causes complications in relation to the application of law to Internet behaviour. 

It is submitted that there are, at least, two ways in which the jurisdictional difficulties associated with the Internet’s unique set of characteristics can be addressed. Either borders need to be placed on the Internet, or borders need to be placed around the Internet.

The first alternative can be achieved in either of two ways; private international law can be adjusted to properly address Internet conflicts and place sensible protective borders on the Internet, or technical borders may be placed on the Internet through so-called geo-location technologies. Currently, the approach taken seems to be a combination of these two approaches.

The second alternative – placing borders around the Internet – was popular amongst early commentators, but has essentially been abandoned as unrealistic. However, this paper argues that, in light of the extraordinarily serious consequences of placing borders on the Internet, it is necessary to re-examine the possibility of placing borders around it. 

Placing border on the Internet

The placing of borders on the Internet seems to be a more realistic goal than placing borders around the Internet. This is due to several factors, but in particular it is due to the fact that states would be unwilling to give up their jurisdictional claims over the Internet, and Internet activity. 

Finding the Answers in Private International Law

Perhaps the most obvious manner in which borders are being placed on the Internet is through the application of private international law rules. Arguably, the most prominent article discussing the role played by private international law in Internet regulation is Goldsmith’s Against cyberanarchy
. Taking his point of departure in the writings of the people he refer to as “regulation skeptics”, Goldsmith draws, essentially, two conclusions: “From the perspective of jurisdiction and choice of law, regulation of cyberspace transactions is no less feasible than regulation of other transnational transactions”
, and extraterritorial claims of jurisdiction, and application of law, are legally legitimate when local harm has been caused. 

Goldsmith is, of course, right in dismissing the notion that Internet activities are, or should be immune from territorial regulations. He states that “Cyberspace participants are no more self-contained than telephone users, members of the Catholic Church, corporations, and other private groups with activities that transcend jurisdictional borders.”
 Yet the conclusion that, from the perspective of jurisdiction and choice of law, regulation of cyberspace transactions is feasible should not stem from any comparison between Internet communications and offline communications. Instead, it is respectfully submitted, that the real motivation for the feasibility of private international law rules being applied to the Internet is that we create the rules of private international law, so we can make them work in any context. The rules of private international law have developed, been modified and changed continuously since rules of private international law were first created – there is no reason to think that we will not be able to apply private international law rules to Internet activities. 

Internet Architecture and ‘Borders’

At the same time as case law illustrates how states are using private international law rules to stake their claims in Cyberspace, there is considerable technical development towards placing geographical borders on the Internet. These technological advancements are mainly motivated by perceived business advantages. For example, if a website operator can see where an access-seeker is located, ‘suitable’ advertisement can be specifically targeted at that individual. Other perceived advantages include, for example: ensuring regulatory compliance, reduced fraud risk and the keeping of licensed content within boundaries.

Using technology to pinpoint the geographical location of those active on the Internet is a fairly new phenomenon, and has not yet gained any large amount of attention in literature.
 In ‘older’ Internet commentaries and case law it was frequently said to be impossible. Indeed, the impossibility of linking those active on the Internet, to a geographical location has been said to be a distinctive feature of the Internet. If ever true, the development of the Internet has now rendered these statements obsolete, at least in part. While it is still true that Internet communication largely lacks reliable geographical identifiers, geo-location technologies are becoming increasingly accurate, and while unlikely to ever be hundred percent accurate, may be accurate enough for legal purposes. 

The problems with border being placed on the Internet

The placing of borders on the Internet has the obvious consequence of people using the Internet having to cross these borders. It is in relation to this observation that the difference between borders imposed by private international law, and borders imposed by technology, becomes clear.

While the borders imposed by private international law may make people reluctant to engage in cross-border interactions, they do not directly prevent such activities. In contrast, the borders imposed by technology may actually prevent the crossing of those borders. If a person located outside the US, for example, seeks to access the website of Showtime Online (by entering the URL “www.sho.com”), they will be met with the following message: “Sorry. We at Showtime Online express our apologies; however, these pages are intended for access only from within the United States.”

While the technologies that make this kind of borders possible can be circumvented,
 we are doubtlessly witnessing the Internet undergoing a remarkable change – from the worlds first and only ‘borderless’ communications medium to something that much more resembles our physical world so divided by borders of different kinds.   

Borders around the Internet

Any attempt of turning the Internet into a totally separate legal space would be both highly complex and extremely time-consuming. In fact, such a development is unlikely to occur, at least in the foreseeable future. However, in light of the serious consequences of placing borders on the Internet (discussed above), pursuing this alternative is nevertheless of the greatest importance.

Over the relatively short period of time since the introduction of the Internet, several models for self-regulation or ‘alternative regulation’ have been presented. Although the more extreme models have largely become a thing of the past, the debate goes on. One of the more widely acknowledged proposals for viewing the Internet as a separate space is found in Johnson and Post’s Law And Borders--The Rise of Law in Cyberspace
. The authors argue that the Internet should be viewed as a separate ‘space’, beyond the control of individual nations’ regulation. Moreover, the article suggested that, to the extent that this separate space is to be regulated, such regulations would emerge in the form of self-regulation.

Leaving, for example, Internet defamation unregulated, or if preferred self-regulated, would carry both desirable and undesirable consequences. The most obvious benefit would be that no ‘artificial’ and more or less flawed rules would have to be created in relation to jurisdictional claims over Internet defamation. There simply would not be such a phenomenon as Internet defamation – statements on the Internet could not be defamatory. Thereby a previously unseen total freedom of expression would be created, in relation to defamatory material. If this is accepted, self-regulation would presumably be achieved as a result of ‘serious’ content providers’ desire to remain credible. Further, the users of the Internet would have to be aware of the fact that information provided on the Internet generally should be viewed with a great deal of scepticism and greater care would have to be taken in determining which sources to rely on. The absence of threatening legal consequences would not necessarily lead to a wave of untrue allegations, at least not from serious content providers. Already, people’s trust in the accuracy of information is undeniably based, in part, on an evaluation of the source. 

The negative consequences of self-regulation are rather obvious. The fact that a person’s reputation can be greatly damaged by information spread via the Internet is beyond intelligent dispute and if there is no form of regulation, the individual has no chance to prevent damage or get compensation for damage made to his/her reputation. Furthermore, the general feeling of distrust towards the Internet would be amplified. The self-regulations advocates’ arguments that people, or “netizens” – the citizens of the ‘net’ – would move away from the disliked parts of the Internet simply does not have much effect in relation to defamation. A person is no less defamed by avoiding reading/viewing the defamatory material himself/herself, and the fact that a person avoids viewing certain websites does not mean that he/she runs any less of a risk of being defamed on those websites. 

Taking a somewhat more practical approach, it is also to be noted that it would be extremely difficult, if not impossible, to come to an international agreement making the Internet, for example, a ‘defamation law-free zone’ (or a lawless dimension in general). Governments all over the world have passed legislation aimed at regulating the Internet, already existing laws have been applied to activities on the Internet, and international agreements have evolved regulating Internet behaviour. It would be unthinkable to see the governments of the world all agreeing not to apply their laws to the Internet in favour of making it a lawless dimension, or leaving it to ‘self regulation’. Instead, if states were ever to be inclined to cease making jurisdictional claims over Internet activity, there must be another well-working means of regulation to replace national laws. Anything else would arguably be irresponsible. It is submitted that the Internet more accurately should be seen as a common thing, rather than ‘a thing of no one’, and thus states have a common obligation to regulate it, while at the same time observing the interests of other states as well as the common interest of a healthy development of Internet technologies. If this is accepted, Johnson and Post’s ideas carry mainly theoretical value. 

Viewing the Internet as a separate ‘space’ also creates severe practical complications. Any model attempting to make the Internet a separate space, with or without separate regulation, would be faced with questions such as: What takes place in the ‘real’ world, and what takes place in the Internet space? Which rules should govern a contract that is formed via the Internet but performed in the real world? Does an act of defamation take place in the real world or in Internet space, if a person receives and prints a defamatory e-mail and only ever reads the printed copy? 

If the Internet is to be made into a separate legal space, it is necessary to have well-thought-through and harmonised private international law-style rules, determining which disputes are Internet disputes and which disputes are off-line ones. 

Separate Internet Space, Regulation and Judiciary

From the above, it should at the very least be obvious that, if the Internet is to be treated as a separate legal space, that space needs to be regulated, not left with the hope of some form of self-regulation emerging. The ‘community feeling’, emphasised by early commentators, cannot be relied upon to provide effective regulation of the Internet of today. In this context it is submitted that if one proposes self-regulation, it is also necessary to examine from which sources that regulation will emerge, and what the underlying driving forces for the development of particular forms of regulation are. As Lawrence Lessig illustrated, the absence of governmental control might not at all be in the public’s best interest:

There is nothing to guarantee that the regime of values constituted by code [i.e. Internet architecture] will be a liberal regime; and little reason to expect that an invisible hand of code writers will push it in that direction. Indeed, to the extent that code writers respond to the wishes of commerce, a power to control may well be the tilt that this code begins to take.

In other words, the absence of governmental intervention is no guarantee for liberal self-regulation, but may rather be an invitation to corporate control. 

Separate Regulation

If private international law style rules can be used to properly draw lines between online and offline activities, thereby creating a border around the Internet, national laws could be replaced by a uniform code for the Internet legal space. Different theories as to how future Internet regulation will evolve have been presented. Yale professor Matthew Fagin has made one of the more interesting observations:

In the future, Internet regulation will require international arrangements that transcend state borders and originate beyond independent state governmental processes; collective efforts that arise either through private enterprise by non-state entities, such as technical-standards bodies, or governmental collaboration. In these areas, the Internet encourages the internationalization of international law.

Fagin’s point about how “the Internet encourages the internationalization of international law” is perhaps of particular relevance in that one of the main points being made here is that the complications stemming from the Internet’s particular set of characteristics are best addressed through international cooperation.

Separate Judiciary

Even with a regulatory scheme in place, it is, also necessary to have some organ supervising compliance with any separate rules and adjudicating disputes arising from those rules. International courts are not a new idea, but so far they exist only in very limited and specialised contexts. A specific court responsible for all Internet activities is still a very long way off, and is perhaps unlikely to ever become a reality. At the same time, however, one cannot ignore the development of Online Dispute Resolution (ODR). ODR, is best described as a branch of Alternative Dispute Resolution (ADR). Internet technology is not only the cause of disputes, but can also be a means for dispute resolution. There is a range of ADR schemes, such as in-house complaints offices, mediation and arbitration, available online. A full discussion of these schemes, their advantages and disadvantages and so on, is clearly beyond the scope of this paper. However, in the context of a separate judiciary for Internet conflicts, the experiences from ODR should not be overlooked.

Even more importantly, ODR might be the most effective remedy for one of the problems created by Internet communication’s particular set of characteristics. Even the most cleverly drafted private international law rules, simply cannot solve the problem of the imbalance between the ease and cost-effectiveness of cross-border contacts on the one hand, and the difficulty and expense of solving cross-border disputes on the other. The costs involved in court proceedings fit uneasily with the small values involved in many online contracts, and many, not to say most, court systems are notoriously slow. In fact, it could be said that the legal system does not provide for any reasonable dispute resolution option in relation to many small value contracts. This in turn could lead to the suggestion that alternatives must be developed in order to provide an appropriate level of access to justice.

Either way, it is submitted that one of the most important steps to be taken in the development of a healthy Internet, is the construction of well-working, easily accessible and fair ODR schemes. The importance of this cannot be overemphasised. 

A methodology for placing border around the Internet

A detailed exploration of the possibilities of treating specific aspects of Internet activities separately, with separate regulation and judicial system, is an interesting topic for future research. To be useful, any such exercise should focus on one specific legal area (e.g. trademarks, defamation or copyright) at the time. As each legal area give rise to its own set of concerns, it would be impractical to address all areas in one study. 

Furthermore, a study of the possibilities of treating specific aspects of Internet activities separately, with separate regulation and judicial system, would benefit from the experiences gained through the ICANN/WIPO arrangement which represents the one area of the Internet that is conceptually treated as a separate space with separate, or more accurately co-existing regulation, and to an extent separate dispute resolution functions.

The Internet Corporation for Assigned Names and Numbers (ICANN) is a quasi-governmental organisation in control of the IP address space allocation, protocol parameter assignment, domain name system management, and root server system management functions. The World Intellectual Property Organisation (WIPO) is “an international organization dedicated to helping to ensure that the rights of creators and owners of intellectual property are protected worldwide and that inventors and authors are, thus, recognized and rewarded for their ingenuity”
, providing a dispute resolution forum for domain name disputes. While playing different parts, when combined, these two bodies provide for regulation of, and adjudication of disputes relating to, domain names. However, it is to be remembered that decisions made under the ICANN/WIPO arrangement very well may be challenged in the courts or under other dispute resolution arrangements. What makes the ICANN/WIPO model unique is that Internet related disputes are, to an extent, separated from offline disputes. ICANN/WIPO represents a model where the Internet is viewed as a separate “space” – borders, although not very firm ones, are placed around the Internet. 
Of course it is much easier to distinguish domain name disputes from other IP disputes, than it would be to draw a line, for example, between online and offline defamation. Yet, perhaps similar organisation should be established in order to keep disputes arising out of other Internet activities separate from offline disputes? Perhaps there is a need for Internet specific regulations?
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