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Abstract

This paper submits that the application of current conflict of laws rules, in the context of Internet defamation, is associated with certain problems. While there can be no doubt that these problems are best addressed through international cooperation, states may wish to explore alternative unilateral approaches to limit the problems, while work on an international level is being carried out. One such alternative would be to introduce a new defamation defence – the place of action defence – that takes account of the laws of the place where the defendant acted. Such a defence could be introduced in domestic laws relatively quickly, for example, through a voluntary Model Code.
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Background

On 10 December 2002, the High Court of Australia handed down its judgment in the Internet defamation dispute between Victorian businessman, Joseph Gutnick, and United States publishing company, Dow Jones & Company Inc. The judgment, which gained worldwide attention and is said to be the first of its kind, had the effect of allowing Mr Gutnick to sue Dow Jones in Victoria. Further it made clear that Victorian law was applicable to the dispute. The majority of the High Court did not see Internet publications as being novel to a degree that would make the application of existing law unsuitable. Thus, it seems highly unlikely that publishers, in the position of Internet publishers, will be treated differently from traditional publishers, under Australian conflict of laws rules. This outcome is problematic. The technology of newspaper publications, for example, is such that a newspaper will only be available at those places the publisher has targeted. It could be said that the starting point is zero percent publication coverage, and for that number to increase the publisher must target a community, country or region with its newspaper. World Wide Web (the “web”) publications, on the other hand, work in exactly the opposite way. Once the material is made available on the web, it has virtually one hundred percent publication coverage, and for that percentage to decrease, the publisher must take action by ‘dis-targeting’ undesirable communities, countries or regions. However, the majority judgment hinted an approach, not involving conflict of laws rules, which would work to limit the burden on, for example, web publishers:

[A] case in which it is alleged that the publisher's conduct has all occurred outside the jurisdiction of the forum may invite attention to whether the reasonableness of the publisher's conduct should be given any significance in deciding whether it has a defence to the claim made. In particular, it may invite attention to whether the reasonableness of the publisher's conduct should be judged according to all the circumstances relevant to its conduct, including where that conduct took place, and what rules about defamation applied in that place or those places.

This way of thinking – taking account of the law of the place where the defendant acted – share certain features with the so-called “double actionability test” which was the choice of law rule in Australia not so long ago, and that still is the rule applied in some other common law jurisdictions, such as, the UK
 and Hong Kong SAR. The double actionability test originates from the Philips v Eyre
 case, in which it was said that: 

As a general rule, in order to found a suit in England for a wrong alleged to have been committed abroad, two conditions must be fulfilled. First, the wrong must be of such a character that it would have been actionable if committed in England . . . Secondly, the act must not have been justifiable by the law of the place where it was done.

This rule has been criticised and, as mentioned, recently abolished as the choice of law rule in Australia and some other common law jurisdictions. Yet that does not prevent it from being a useful point of departure for the discussion of a new defamation defence.

The place of action defence

While it is submitted that the best path forward in addressing the problems associated with cross-border defamation in the context of mediums that are difficult to control (such as the World Wide Web) is through international cooperation, this paper suggest that individual states may want to consider taking unilateral steps while working on an international treaty. One possible option, for a relatively immediate response to the problem, would be to create a defamation defence protecting international publishers in certain situations, as was hinted by the High Court of Australia.

Below follows a rough outline of the possibility of adapting the double actionability rule for a defamation defence. In order to provide for a structured overview, the defence is presented as a Model Code containing four separate Articles:

Article 1

A defence against defamation is established if the defendant can show that it acted reasonably and lawfully at the place where the defendant acted.
The idea of placing focus on the location where the defendant acted appears to rest on a sound and logical basis. As noted by Professor Rheinstein, “[t]he law of torts is the law of loss shifting”
. The point of departure must be a realisation of the fact that, the one who suffers harm can only shift that loss onto somebody else if that other person has caused the harm by acting in a manner contrary to the relevant legal norms.
 It is consequently necessary to identify the “relevant legal norms”. It seems fundamentally fair and reasonable that a person, ordinarily, should abide by the legal norms of the place where he/she acts. It is on this basis, Article 1 places the focus on the location where the defendant acted. However, it is also fundamentally fair and reasonable that a publisher should abide by the legal norms of foreign jurisdictions when publications to people in those jurisdictions were intended or a probable consequence (see Article 4).

When looking at the double requirement (in Article 1) that the act must be “reasonable” and “lawful”, it must be noted that, the prime focus should be on whether or not the defendant acted lawfully – i.e. in accordance with the law of the state in which the defendant acted. The reference to “reasonably” is merely a safety mechanism. We can picture a situation where the jurisdiction in which the defendant acted has no defamation law at all, but, for example, that jurisdiction’s press organisation has issued guidelines or a code of conduct. In such a situation, the guidelines or the code of conduct could be used to determine whether the defendant had acted “reasonably” at the place where he/she acted. 

Furthermore, Article 1 places the burden of proof on the defendant. Following standard private international law rules of, for example, Australia, it is assumed that foreign law is the same as the law of the forum (lex fori), and any party wishing to break this assumption has to show what the foreign law actually states. In that way, Australian law would already place the burden of proof on the defendant, but if this model is to be applied in other states as well, it might be desirable to have sorted out the question of burden of proof. 

The exact consequences of the burden of proof being placed on the defendant depend on the circumstances. Ordinarily, it would lead to the defendant seeking to establish that it has a defence to rely on under the law in question. In other circumstances, the defendant may be successful by establishing that the plaintiff would not have any cause of action under the law in question. In unusual cases, however, the plaintiff might wish to provide evidence as to the state of the foreign law in question, in order to contradict evidence provided by the defendant. 

Article 2

1. Ordinarily “the place where the defendant acted”, under Article 1, is the place where the defendant is habitually resident. 

2. A natural person shall be considered to be resident –

if that person is resident in only one State, in that State;

if that person is resident in more than one State,

i) in the State in which that person has his or her principal residence; or

ii) if that person does not have a principal residence in any one State, in each State in which that person is resident.

3. For the purposes of this Article, an entity or person other than a natural person shall be considered to be habitually resident in the state where it has its principal place of business.

Article 2 identifies “the place where the defendant acted”. Paragraph 1 provides the definition of the place where the defendant acted, in a majority of cases. The place where the defendant is habitually resident is deemed to be the place where the defendant acted. Paragraphs 2, defining “habitually resident”, is a copy of Article 3 of the 2001 draft of the proposed Hague Convention. Finally, the definition of the residence of “an entity or person other than a natural person” as being the “state where it has its principal place of business” is supported, for example, by the Australian Law Reform Commission,
 but obviously only represents one possible option. However, it would seem likely that the principle place of business ordinarily is of more relevance than, for example, the place of incorporation.

Article 3

1. If there is no, or merely a coincidental, relevant nexus between the defendant’s acts and the place identified under Article 2, “the place where the defendant acted” shall be deemed to be the place that has the most substantial connection with the defendant’s act. 

Also Article 3(1) has its origins in the applicable choice of law rules of, for example, the UK and Hong Kong SAR. Lord Hodson’s and Lord Wilberforce’s judgments in Boys v Chaplin
 has been said to provide for exceptions to the main rule of double actionability. In doing so, they point to the forum with the closest connection to the tort. It is necessary to leave room for this sort of exceptions in certain cases. If, for example, a publishing company is located in Norway, but the allegedly defamatory article is researched, written, uploaded from South Africa onto a server located in South Africa, and the article is concerned with events and people in South Africa, the court should have the option of departing from the rules outlined in Article 2. Both the advantage and the disadvantage of this Article is that it is flexible. 

2. Where a party attempt to break existing connecting factors with one State or attempts to create connecting factors with another State, in order to circumvent actual natural connections with “the place where the defendant acted”, as defined in Article 2 or Article 3(1), such attempts shall be null and void.

Today’s technology with its portability and high level of anonymity provide a perfect environment for so-called fraudulent evasions or fraude à la loi. For example, connecting factors can be created and/or broken by moving a website from one server to another, changing the physical location of a server, or simply by downloading something onto your laptop after crossing the geographical border to another country. The need to prevent such practise has gained remarkably little attention in discussions of Internet regulation. Article 3(2) represents a safety mechanism to prevent perversion of the Model Code’s application through fraudulent evasion. 

Article 4

1. Article 1 is not applicable if: 

a) the defamatory material was made available with the intention of it being consumed at the place where the plaintiff has initiated the action; or
b) the defamatory material being consumed at the place where the plaintiff has initiated the action was a probable consequence of the material being made available. 

As noted above, if a publisher writes with the intention of the material being read or accessed at a certain place – if he/she write for an audience at a certain place – he/she should take the laws of that place into consideration. Any other solution would mean that publishers easily could relocate to favourable jurisdictions, enjoy those laws and still target the old market. That would clearly be undesirable. Similarly, publishers should take the law of any foreign jurisdiction, in which publication is a probable consequence, into account. In this context it is interesting to note that recent US case law, relating to Internet jurisdiction, has illustrated a similar approach.
 In Young v New Haven Advocate
 two newspapers based outside Virginia published articles, in part discussing the conduct of residents of Virginia, in Virginia.
 The articles were available both offline and online. The United States Court of Appeals for the Fourth Circuit concluded that: 

The newspapers did not post materials on the Internet with the manifest intent of targeting Virginia readers. Accordingly, the newspapers could not have “reasonably anticipated being haled into court [in Virginia] to answer for the truth of the statements made in their articles.” Calder, 465 U.S. at 790 (quotation omitted). In sum, the newspapers do not have sufficient Internet contacts with Virginia to permit the district court to exercise specific jurisdiction over them.
 (emphasis added)

It is respectfully submitted that, as far as the US approach outlined above, views targeting as dependent on the state of mind of the defendant (i.e. the defendant’s intention) only, it is too limited. Although the context of the place of action defence, advocated here, is slightly different from the context in which the Court in Young v New Haven Advocate
 expressed its views, the problems sought to be addressed are the same. Any model, in this context, placing focus solely on the defendant’s intention is inherently inadequate. If courts are too willing to decline jurisdiction on the basis that the publisher did not intend publication there, and at the same time are strict in only allowing suits in jurisdictions in which the plaintiff had a prior reputation, the end result could be that a plaintiff is not allowed to sue anywhere. Such an outcome would not only be undesirable, but could indeed be argued to be contrary to the International Covenant on Civil and Political Rights. It is submitted that, in order to strike an appropriate balance somewhere between “determining that there is no jurisdiction over activities in cyberspace, which would seem like lawlessness, and determining that there is unlimited jurisdiction over all activities in cyberspace, a type of hyper-regulation”
, it is necessary that jurisdiction can be provided for in a state in which publication was a probable consequence of the material being made available.  It is, for example, possible that the facts of Young v New Haven Advocate
 motivate the conclusion that publication in the plaintiff’s forum (Virginia) was a probable consequence of the material being made available, even though the material was mainly read in, and perhaps exclusively intended for, the defendants’ forum (Connecticut). It is against this background it is deemed necessary for the place of action defence, advocated here, to exclude situations in which the defamatory material being consumed at the place where the plaintiff has initiated the action was a probable consequence of the material being made available.
In understanding the meaning of “probable” it is necessary that the ordinary meaning of “probable” be remembered. The Macquarie Encyclopedic Dictionary provides the following definition: “probable […] 1. likely to occur or prove true. 2. having more evidence for than against, or evidence which inclines the mind to belief but leaves some room for doubt. 3. affording ground for belief”
. The meaning of “probable” was further discussed, in a criminal law context, in R. v Crabbe
: 

If an accused knows when he does an act that death or grievous bodily harm is a probable consequence, he does the act expecting that death or grievous bodily harm will be the likely result, for the word “probable” means likely to happen. That state of mind is comparable with an intention to kill or to do grievous bodily harm. There is a difference between the case in which a person acts knowing that death or serious injury is only a possible consequence, and where he knows that it is a likely result. The former is not a case of murder even if death ensues, unless death or grievous bodily harm is intended (or, perhaps – and it is unnecessary to consider this proposition – unless the act is done with the intention and for the sole purpose of creating a risk of death or grievous bodily harm.)

In determining whether publication in a particular jurisdiction was an intended or probable consequence, attention must be placed mainly on considerations other than the medium used. While the fact that the material is placed on a website can be viewed as an indication of the publisher intending widespread dissemination, it alone, is not sufficient to meet the criterion of “intention” found in Article 4(1a), or the criterion of “probability” found in Article 4(1b). It is too simplistic to conclude, as the majority of the High Court did in the Gutnick case, that everybody knows that material on the Internet can be accessed all over the world:

However broad may be the reach of any particular means of communication, those who make information accessible by a particular method do so knowing of the reach that their information may have. In particular, those who post information on the World Wide Web do so knowing that the information they make available is available to all and sundry without any geographic restriction.

What the Court is saying is undeniably true, but their observations represents an antiquated view of Internet use, and seems to completely overlook the widespread use of the Internet for domestic, or even local, spread of information. In today’s society a website is not only, or indeed always, aimed at attracting distant attention. People rely on the Internet in searching for local information (e.g. searching for a local restaurant or finding out the opening hours of the local library), and websites are often aimed at a local market. Even if people know that everything they put on the “net” can be accessed from virtually anywhere in the world, that does not necessarily mean that they intended to publish in every jurisdiction on the planet, or that publication all over the world was a probable consequence. Knowledge of the, sometimes very theoretical, potential spread of web-publications does not equate intention to reach a worldwide audience, or that worldwide publication is a probable consequence. The above goes to the core of the Internets “uniqueness”. Foresight has traditionally been viewed as a reasonable criterion in torts law.
 However, the Internet, or more specifically, the World Wide Web, is unique in that a web publisher certainly can foresee publication in any jurisdiction on the planet, but publication in all but a few jurisdictions might be highly unlikely, and neither the intended nor the probable consequence. Any criterion based of foresight becomes pointless if the view expressed by the majority of the High Court in the Gutnick case is accepted. Therefore, it is more suitable to focus on intention and probability in the online context, at least as far as defamation is concerned, and the focus should be on the following factors:

· factors relating to the geographical focus of the content of the publication (e.g. does it relate to people or events of the forum state?);

· factors relating to the geographical interest of the publication (e.g. does it deal with a subject-matter that is of interest to the people in the forum state?);

· factors relating to the presentation of the publication (e.g. is the publication in a language normally and widely used in the forum state? Does the material specify measurements, such as currencies, in a manner normally used in the forum state?); and

· factors relating to the circulation of the publication (e.g. were advertisements for the publication directed at the forum?).  

However, none of these factors is to be determinative in itself. For example, the fact that an article is written in English does not necessarily mean that consumption in all English speaking jurisdictions was “a probable consequence of the material being made available”. The same could be said about other widely spoken languages, such as Mandarin and Spanish. Furthermore, it should be remembered that focus should not always be placed on the official language of a state. Melbourne, for example, has the third largest population of Greek-speakers in the world (after Athens and Thessaloniki).

2. Nothing said in paragraph 1 shall limit the application of Article 1 if the defendant has taken reasonable steps to avoid publication at the place where the plaintiff has initiated the action.

It is necessary to provide the publishers with some protective means. If a person wants to write something about events and people in the People’s Republic of China (PRC), but does not wish to be exposed to the risk of being sued for defamation there, he/she should be given the opportunity to take reasonable steps to avoid exposing the material to readers in the PRC. 

What can be seen as ‘reasonable steps’ will have to be viewed in light of technological and other relevant developments. In today’s situation, for example, it is arguable that a prominently displayed notice that people from a certain country may not access material from the website would have to be viewed as a reasonable step. But it would be preferable to, for example, include a menu in which the “web-surfer” had to indicate from which country he/she accessed the site. It could then be stated that only people from the countries in the menu would be allowed to access material on the website. That way, a publisher could rather accurately and cost-effectively control which jurisdictions it exposed itself to. On the other hand, this system does not really block out anybody inclined to abuse it, but could perhaps still be seen as an indication that the publisher has taken the steps available to him/her. The “good faith” of the defendant would be central for determining whether the steps taken can be considered “reasonable” for the sake of Article 4(2).

This might, however, all be a temporary problem. There is increasingly accurate “geo-location” technologies enabling a website operator to determine the location of the access-seeker with some precision, and the use of such technology might arguably be seen as “reasonable steps”. In this context it is important to note that these technologies neither are very expensive nor difficult to operate. However, the efficiency of these technologies is still difficult to gauge. It is submitted that the future developments of geo-location technologies will be of greatest relevance for the manner in which private international law can effectively be structured in relation to, for example, Internet defamation.

It should also be noted that the “reasonable steps” discussed here, may, quite apart from the place of action defence, be of relevance in the assessment of damages. If a publisher takes steps to prevent or limit publication in a certain jurisdiction, the number of actual publications in that jurisdiction might potentially be very small. This should reasonably lead to only limited effect on the plaintiff’s reputation, and consequently, only a low amount of damages being awarded. Furthermore, if a publisher has taken steps to prevent or limit publication in a certain jurisdiction, that action could arguably be a ground for the defendant to seek to mitigate the damages. With this in mind, it would seem that publishers are well advised to consider taking the “reasonable steps”, discussed here, also in the absence of the proposed place of action defence. 

The advantage of the suggested Article 4(2) is that publishers can decide for themselves to which jurisdictions they wish to be exposed. However, this provision also has a serious consequence – it encourages geographical restrictions on the provision of information via the Internet. A likely outcome of a provision like Article 4(2) would be that providers of material on the web would be less willing to make their material available worldwide. Such a development is certainly far from ideal and might help transform the Internet from a global to a regionalised medium. However, that might be necessary/unavoidable as long as different states have different laws. The alternative is even less appealing – it is not desirable for the Internet to be a lawless dimension. Using defamation as an example, it simply is not reasonable to suggest that national laws protecting the right of reputation do not extend to the Internet. Any such development would be contrary to established international law such as the International Covenant of Civil and Political Rights, which has gained worldwide recognition. Just as in relation to all other forms of communication a balance needs to be struck between the protection of the freedom of speech and the protection of reputation. In the absence of an international convention this can only be done by the application of national laws. The reality is that different states have different defamation laws. The regulation of activities on the Internet must in one way or another take account of this reality. Thus the Internet will inevitably transform from a relatively borderless dimension into a medium that takes account of geographical and legal borders.

Implementation of the place of action defence

The model outlined above, should not be seen as representing the only way in which a place of action defence could be established. Indeed, the suggested model certainly leaves room for improvements. However, the model presented in this paper contains the essential elements for making such a defence work satisfactory. 

The implementation of the place of action defence into domestic law could be carried out in a variety of manners. In common law countries the defence could be established by the courts, just as was initially done with the defence of “innocent dissemination”.
 In civil law countries, however, legislative changes would be required, unless an expanded interpretation of existing legislation would suffice. An advantage of this approach, as compared to the creation of an international convention, is that each state can, whenever deemed desirable, introduce the place of action defence. Then again, of course, the more states that implement it, the better for the positive development of worldwide dissemination of information. Regardless of how the place of action defence is best implemented into domestic law, it would be highly desirable that the introduction of the defence is supported by some international body.

The proposed model and the Gutnick case

What would be the result if the above suggested defamation defence was applied to the circumstances of the Gutnick case? Unfortunately for Dow Jones, the place of action defence would not protect them. Dow Jones could possibly show that they had acted reasonably and lawfully under the laws of the US state identified under Articles 1 and 2, and it cannot be said that the nexus between Dow Jones’ acts and that place are coincidental (Article 3). However, as Dow Jones knowingly accepted subscribers from Victoria it must be assumed that they intended (Article 4(1a)) for the material to be consumed in Victoria (amongst other places where there are subscribers of the relevant publication). Because of the website being a subscription-service, there would be no reason to consider whether Article 4(1b) would be applicable in this case. But in other circumstances it could be argued that since the article dealt with an Australian citizen/resident’s actions in Australia and the language used was the same as is mainly used in Australia, the defamatory material being consumed in Australia was a probable consequence of the material being made available. This is further supported by the fact the Dow Jones was seeking to rely on the so-called Lange
 Qualified Privilege (i.e. “the article containing the words complained of by the plaintiff related to subjects of public interest which were also “political and government matters affecting the people of Australia”.”
) Certainly, if Dow Jones asserts that the article relates to matters of such relevance for Australians, it cannot come as a surprise that people in Australia actually read it when they have the chance to do so. Finally, Dow Jones did not take the sort of reasonable steps to avoid publication in Australia as mentioned in Article 4(2). Consequently, the place of action defence would not provide any relief in the circumstances of the Gutnick case.

Conclusions

This paper submits that the application of current conflict of laws rules, in the context of Internet defamation, is associated with certain problems. While there can be no doubt that these problems are best addressed through international cooperation, states may wish to explore alternative unilateral approaches to limit the problems, while work on an international level is being carried out. One such alternative would be to introduce a new defamation defence – the place of action defence – that takes account of the laws of the place where the defendant acted. Such a defence could be introduced in domestic laws relatively quickly, for example, through a voluntary Model Code.

( This paper is based on, Dan Svantesson, The ‘Place of Action’ Defence – A Model for Cross-border Internet Defamation, (published in the Australian International Law Journal).
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