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Jurisdictional Issues and the Internet – A Brief Overview

Dan Svantesson(
“As long as different countries have different laws and cultures, there are no good principles for jurisdiction. Only less bad ones. Every nation wants unity, but no nation wants to give up any of its traditions.”

Imagine a state proclaiming that it will claim jurisdiction
 over, and apply its laws to, any website that can be accessed from a computer located in its territory. The response would perhaps be outrage from some. Others would point to the ineffective nature of such a rule, and yet others would perhaps view the model as infeasible. Indeed, when the Advocate-General’s office of Minnesota in the mid 90’s issued a statement that: “[p]ersons outside of Minnesota who transmit information via the Internet knowing that information will be disseminated in Minnesota are subject to jurisdiction in Minnesota courts for violations of state criminal and civil laws”
, it was met with strong criticism.

Against this background, persons unfamiliar with private international law (or as the discipline is referred to in common law systems; conflict of laws) might be surprised to find that many, not to say most, states’ private international law rules do in fact provide for jurisdictional and legislative claims over any website that can be accessed in its territory, in relation to a wide range of legal matters.

This paper will examine the issues associated with the application of private international law to online activities. In doing so, the four interconnected elements of private international law; jurisdiction, choice of law, the courts’ option of declining jurisdiction and recognition and enforcement will be examined. Examples and experiences will primarily be drawn form three different legal systems; the laws of the European Union (i.e. community instruments), Australia
 and the People’s Republic of China.
The first thing to note, in relation to private international law, is that each state makes its own private international law rules (i.e. the private international law rules are part of the domestic law of each state). However, as is exemplified in the European Union’s Brussels Regulation 44/2001, states are of course free to enter into international arrangements regarding their private international law rules. Further, it is to be noted that the private international law rules are part of the states’ procedural rules (i.e. the laws regulating procedural issues such as the manner in which the court should act), as contrasted to the states’ substantive laws
 like contract laws, defamation laws or intellectual property laws. While courts may apply foreign substantive laws, they will only apply their own procedural rules. Finally, it is important to be aware of the distinction between civil matters (i.e. matters relating to the interaction of, and relationship between, individuals, businesses and organisations)
 and criminal matters (i.e. matters relating to the laws regulating what acts are punishable as crimes)
. While jurisdictional issues arise both in civil and criminal contexts, private international law rules are only applicable in civil matters.

Jurisdiction

Ordinarily, the first issue a court will consider in a cross-border dispute is whether or not it has jurisdiction to hear the dispute. A court must have both subject-matter jurisdiction (i.e. jurisdiction over the type of dispute concerned) and personal jurisdiction (i.e. jurisdiction over the parties involved in the dispute). In practise, the subject-matter jurisdiction criterion simply means that a plaintiff cannot, for example, turn to the family court in relation to an intellectual property dispute. Another example would be that a party must initiate the proceedings at an appropriate court level; one can ordinarily not turn to the highest court of a state on an initial level. The criterion of personal jurisdiction, on the other hand, can give rise to more complex issues and will be the focus for the discussion of jurisdiction in this paper. 
The rules regulating jurisdictional claims are mainly location focused. For example, the court might query where the disputed contract was formed
, where the contract was broken
, where the contract was performed
, where the tort was committed
, where the damages were suffered
, where the server is located
, and where the defendant is located, domicile or habitually residing
. While the jurisdictional grounds in contractual disputes often points to the court in one of the contractual parties’ home state, the jurisdictional grounds relating to torts are extremely wide when applied in the Internet context. For example damages stemming from the tort of defamation can occur virtually anywhere, which means that a defendant in a defamation proceeding might be subjected to a wide range of jurisdictional claims.

It is also common for the question of jurisdiction to be regulated in contracts (choice of forum clauses).
 The issues associated with such practise are discussed below in relation to, the also very common, choice of law clauses. Here it is sufficient to note that restrictions may be placed on the validity of choice of forum clauses. For example, Article 16 of the relevant European instrument, the Brussels Regulation 44/2001
, overrides choice of forum provisions and, a little simplified, provides protection for a consumer to the extent that the consumer may sue the seller in the consumer’s home state while, at the same time, the business can only sue the consumer in the consumer’s home state. 

For the parties, the question of jurisdiction is important for several reasons. Typically, a party may want the dispute to be heard in its home state for practical reasons; for example, due to confidence in, or familiarity with, the local court system, or to minimise that party’s own expenses while increasing the other party’s expenses. Often, however, a more important consideration is the fact that the choice of forum determined which court will adjudicate the matter, which in turn decides which choice of law rules will apply, which in turn determines the applicable law, and of course the substantive law being applied determines which party will win the dispute. Thus, when a party disputes a court’s jurisdiction, it often does so with the applicable law in mind. As a matter of fact, it seems reasonable to suggest that, while forum-shopping
 involves the choice of forum, the underlying motivation is frequently a desire to have a certain law applied in the adjudication of the dispute. The dispute between Victorian businessman, Joseph Gutnick, and US publishing company, Dow Jones, illustrates this point.
 Dow Jones had published an article allegedly defamatory of Mr Gutnick. The article was available both in a magazine and online, and was mainly read in the US. However a small number of copies of the magazine were distributed in Victoria, and the website containing the article had a small number of subscribers in Victoria. No exact number of readers could be established for either the web or magazine version of the article, but it was suggested that important Victorian business people had in fact read the article. Mr Gutnick sued Dow Jones in the Supreme Court of Victorian (VSC) seeking damages for defamation. Dow Jones responded by claiming that the court lacked jurisdiction over the dispute, that in the case the court should find it has jurisdiction, it should decline to exercise its jurisdiction
, and if the court was to decide the dispute, US law should apply. The fact that Dow Jones did appear before the courts in Australia to dispute the courts’ jurisdiction seems to suggest that what the defendant, Dow Jones, was trying to achieve by all this was to ensure that US law was applied to the dispute, rather than for more practical reasons trying to avoid the matter being heard in Australia. If the dispute was heard in the US, a US court would have applied US law and Dow Jones would have enjoyed the protection of freedom of speech provided by the First Amendment of the US Constitution. 

From a normative perspective, the jurisdictional dilemma is of course that too wide jurisdictional claims are unjust towards the defendant, and too narrow jurisdictional claims might deprive the plaintiff of legal remedies.

Choice of law

If a court finds itself to have jurisdiction, it will turn to the question of which law should be applied. As the applicable law is the standard that ultimately will decide which party is successful, the choice of law question could, from a certain point of view, be said to be the most important question. Either way, also the choice of law rules focus primarily on locations as is exemplified in the widely spread choice of law rule in torts, lex loci delicti (i.e. the law of the place of wrong).
 While the detailed manner in which lex loci delicti rule is applied varies somewhat from state to state, a common feature is that it often favours the lex fori (i.e. the law of the forum). For example, under Australian law the lex loci delicti rule appears ‘neutral’ as it simply points to the place of wrong. However, the underlying rules of defamation law, are biased towards the lex fori. Since the tort of defamation is deemed to have been committed where the defamatory material enters the mind of a third person, it is fairly easy to ensure that the lex loci delicti points to the lex fori – all you need to do is show that somebody within Australia (or more exactly the desired Australian state) read or heard the defamatory material.

Perhaps even more common than the choice of forum clauses mentioned above, are contractual regulation of the applicable law (so-called choice of law clauses). Websites commonly include so-called “click-wrap” agreements (i.e. non-negotiated contracts of adhesion which normally are entered into when one party clicks on the “I agree” or “Accept” button on the website). Typically, the person is presented with an extensive list of clauses and has to, without the opportunity of negotiations, either accept or decline to proceed with whatever the contract relates to. There is only a limited amount of case law on this type of contracts of adhesion, and different courts have taken different approaches. Sometimes the click-wrap contract is held to be valid, and sometimes not.
 That is no different than with other forms of contracts. What is important to remember is that there is no general rule against this relatively novel way of forming contracts. The problem, however, is that more often than not, people in general, and arguably consumers in particular, simply do not take the time to read the agreement and do not have the knowledge to adequately understand the implications of the agreement (perhaps particularly choice of forum and choice of law clauses). In research done on this topic, 90% of the respondents indicated that they never read the whole agreement; while at the same time 64% indicated that they always click “I agree”. Furthermore, 55% did not believe that they entered into a legally binding contract when clicking “I agree”!
 At the same time, it must of course be acknowledged that click-wrap contracts represent an effective way of concluding mass-market contracts. The question is whether they are too effective, at the expense of fairness. Certainly, it is not uncommon to find mandatory rules, overruling choice of law clauses, particularly in consumer contracts.

More generally, the normative dilemma, in relation to choice of law, could be said to be that each state has a legitimate interest in applying its laws to acts done, or having a real or potential effect, in their respective territory. As different states have different laws, this creates an confusing patchwork of laws that actors on the Internet might have to consider and adjust their conduct to.

Declining jurisdiction
While the jurisdictional tests and the choice of law often are structured in very similar manners in different states, the courts’ discretion to decline jurisdiction varies considerably from state to state. Generally speaking, the courts of states following the civil law tradition have less discretionary power to decline jurisdiction, than their common law counterparts.
 In common law countries, courts have the option of declining to exercise jurisdiction under the doctrine of forum non conveniens. The interpretation of this doctrine, however, varies greatly. In most common law countries, a court will decline jurisdiction if there is another more appropriate forum, while under Australian law, a court will decline jurisdiction only if the court is a clearly inappropriate forum. 

There is no single factor that determines whether or not a common law court will decline jurisdiction under the doctrine of forum non conveniens. For example, while one of the factors taken into consideration is the applicable law, case law shows that the mere fact that an Australian court will have to apply foreign law does not make it a clearly inappropriate forum.
 A range of factors may be taken into account in determining the issue of forum non conveniens.
 In broad terms, the following categories of factors are of relevance:

· The connection between the selected forum and the subject matter of the dispute as well as the parties;

· Judicial, practical and economical advantages and disadvantages for the parties’; 

· The availability of alternative forums; and

· The substantive law to be applied.

It is hard to think of instances where conditions specific to cross-border Internet contacts would give rise to other considerations than the ones mentioned above.

Finally, attention should be drawn to the potential relevance of the doctrine of forum non conveniens in the Internet context. In the High Court hearing of the Australian Internet defamation case between Dow Jones and Joseph Gutnick, Justice Kirby noted that:

“It seems to me […] that that [the issue of forum non conveniens] is the place in which the Internet problem is going to be solved in the world. Countries are going to say, "Of course we've got jurisdiction. The damage happened here or some other - we can serve here but it is much more convenient that this matter be litigated in another place".”

This quote should make clear the important role the doctrine of forum non conveniens plays in common law countries. Yet, at a first glance, the current trend of suing only in relation to local damages would appear to negate the value of the doctrine. For example the courts in the Gutnick
 case, the Harrods
 case and the Investasia
 case found no reason to decline jurisdiction since the plaintiffs’ actions related only to harm suffered within the respective states, and which court could be more suitable to determine a dispute relating exclusively to damages suffered within state X, than the court of state X? This line of reasoning certainly has a logical appeal, but at the same time it could perhaps be described as a simple trick by which the plaintiff circumvents the doctrine of fourm non conveniens. However, the plaintiff does so at the expense of only being awarded damages for harm done within the state where the court is located. Consequently, even though the doctrine of forum non conveniens might not protect a foreign defendant from being sued in a certain forum, it might have the effect of preventing the plaintiff from seeking world-wide damages. 

Recognition and enforcement

While the focus of literature, relating to jurisdictional issues and the Internet, often is placed on the strongly connected, and often entwined, issues of jurisdiction and choice of law, the recognition and enforcement is a vital and decisive component of private international law and must not be overlooked. After all, it is often of little use for a party to know that a Czech court can claim jurisdiction and will apply Czech law, if the subsequent judgment cannot be enforced in a forum where the other party has assets.
 Getting a judgment recognised and enforced in a foreign forum is seldom easy and, in a sense, the general complexity of getting foreign judgments recognised and enforced in a forum in which the defendant has assets, works as a protection for defendants in international litigation. In this context it should be noted that there is an inbuilt balance in that; while larger actors (e.g. multinational corporations) may have assets in several states, and thereby have a larger risk exposure, they also have more resources (e.g. access to sophisticated legal advise) to protect themselves; and while small actors (e.g. private individuals) have little or no means to protect themselves, they often also have limited assets (which might make it uneconomical to sue them) and these assets are ordinarily in one state only, thereby limiting the risk exposure.  

In the absence of international agreements,
 the circumstances in which a state will recognise and enforce foreign judgments are often very limited and do not correspond with the circumstances under which courts of that state can exercise jurisdiction. We can here talk about a gap between what is seen as reasonable grounds for jurisdictional claims and what is seen as reasonable grounds for the recognition and enforcement of foreign judgments. For example, while Australian courts may claim jurisdiction on a variety of grounds, in the absence of agreements, they will only recognise and enforce foreign judgments if the foreign court had jurisdiction based on the presence or residence of the defendant being within the foreign forum or based on the voluntary submission by the defendant to the foreign court. Thus, it may be important for a plaintiff to carefully evaluate on which grounds he/she should ask the court to base its jurisdiction. In other words, the connection between jurisdiction and the potential of recognition and enforcement must be acknowledged. In contrast, there are no similar implications of the choice of law. Ordinarily, only if the choice of law offends “natural justice”
 would there be any connection between the choice of law and the recognition and enforcement.
  

The mentioned gap was clearly illustrated in the dispute between the US Internet company, Yahoo
, and two French associations, La Ligue Contre Le Racisme et L’Antisemitisme (LICRA) and L’Union Des Etudiants Juifs De France (UEFJ). Yahoo was operating a website which, amongst other things, contained an auction service where Nazi memorabilia/junk was frequently on offer.
 LICRA and UEFJ attempted to have Yahoo remove the Nazi material from the auction service, in accordance with French penal Code
; Yahoo refused. When a French court ruled that Yahoo must take steps to prevent French Internet users from accessing the sections of the auction site containing Nazi memorabilia,
 Yahoo turned to a US court seeking a summary judgment to the effect that US courts would not enforce the French decision. While acknowledging France’s right to make law for France, Justice Fogel decided in Yahoo’s favour, granting the summary judgment, declaring that the “First Amendment precludes enforcement within the United States of a French order intended to regulate the content of its speech over the Internet”
.
 It is submitted that it might not be unreasonable for a French court to exercise jurisdiction over an act violating French law in France, and it might not be unreasonable for a US court to refuse to recognise and enforce a foreign judgment infringing a US company’s freedom of speech as protected by the US Constitution, in relation to an act done by that company exclusively in the US – herein lies one of the greatest normative challenges. 

Final remarks

The above should have illustrated that the problems private international law must address in the online context are not, as was frequently said in earlier literature,
 that Internet interactions occur nowhere and thereby fall outside the legal systems, rather, what cause the difficulties is that Internet interactions potentially occur everywhere and comes under the jurisdiction and laws of a very large number of legal systems. While there are limiting factors, such as enforcement difficulties, those who place material on the Internet are currently exposing themselves to the jurisdiction and laws of a wide range of states. Indeed, it seems that many, not to say most, states’ private international law rules provide for jurisdictional and legislative claims over any website that can be accessed in its territory, in relation to a wide range of legal matters.
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� Carlen-Wendels, T.: Nätjuridik, Stockholm, Norstedts Tryckeri AB, 2:1, 1998, p. 38. (Author’s translation).


� The term ‘jurisdiction’ can have two different meanings. It can refer to the court’s authority to hear a particular dispute, or to a particular law area. In this paper it will, however, only be used in the former meaning.


� Memorandum of Minnesota Attorney General as found in: Jew, B.: Cyber Jurisdiction – Emerging Issues & Conflict of Law when Overseas Courts Challenge your Web, Computers & Law, Dec. 1998, p. 23.


� See e.g. Jew, B.: Cyber Jurisdiction – Emerging Issues & Conflict of Law when Overseas Courts Challenge your Web, Computers & Law, Dec. 1998, and, Menthe, D.: Jurisdiction in Cyberspace: A Theory of International Spaces, Michigan Telecommunications and Technology Law Review 4:69, 1998.


� While state legislation varies within Australia, the regulations of concern in this paper are similar in most states. However, the Australian examples used will be drawn from the state of Victoria.


� “The branch of the law which creates, defines, and regulates people’s rights, duties, powers, an liabilities” Nygh, P. and Butt, P.: Butterworths Concise Australian Legal Dictionary, Sydney, Butterworths, 1998.


� Typical civil matters include, for example, contractual disputes, defamation disputes and intellectual property disputes.


� Typical criminal matters include, for example, prosecutions of theft and murder.


� While the jurisdictional issues involved are basically the same also in criminal matters, different rules, and to an extent different considerations, apply.


� E.g. General Rules of Procedure in Civil Proceedings 1996 (Vic) 7.01 (1) (f) (i); Law of Civil Procedure of the People's Republic of China (1991), Article 243.


� E.g. General Rules of Procedure in Civil Proceedings 1996 (Vic) 7.01 (1) (g); Law of Civil Procedure of the People's Republic of China (1991), Article 243.


� E.g. Brussels Regulation 44/2001, Article 5(1); Law of Civil Procedure of the People's Republic of China (1991), Article 243.


� E.g. Brussels Regulation 44/2001, Article 5(3); General Rules of Procedure in Civil Proceedings 1996 (Vic) 7.01 (1) (i); Law of Civil Procedure of the People's Republic of China (1991), Article 29.


� E.g. Brussels Regulation 44/2001, Article 5(3); General Rules of Procedure in Civil Proceedings 1996 (Vic) 7.01 (1) (j); Law of Civil Procedure of the People's Republic of China (1991), Article 29.


� E.g. Interpretation of the Supreme People's Court on Application of Laws When Trying Dispute Cases Concerning Computer Network Copyright, 22nd of November 2000, The Supreme People's Court, Article 1.


� E.g. Brussels Regulation 44/2001, Article 2; General Rules of Procedure in Civil Proceedings 1996 (Vic) 7.01 (1) (c); Law of Civil Procedure of the People's Republic of China (1991), Article 22.


� For an example of Australian rules providing for such choices, see: General Rules of Procedure in Civil Proceedings 1996 (Vic) 7.01 (1) (h); As far as the People’s Republic of China is concerned, see: Law of Civil Procedure of the People's Republic of China (1991), Article 25 for domestic contracts and Law of Civil Procedure of the People's Republic of China (1991), Article 244 for foreign-related contracts; See also Brussels Regulation 44/2001, Article 23 for the European position. 


� Brussels Regulation 44/2001 (largely replacing the previous 1968 Brussels Convention). Note that while the full name of the Convention is: Council Regulation (EC) No 44/2001 of 22 December 2000 on Jurisdiction and the Recognition and Enforcement of Judgements in Civil and Commercial Matters, OJ L12/1 2001, it is simply referred to as: Brussels Regulation 44/2001 throughout this paper.


� Defined as “Selection by a plaintiff of a court of justice best suited to the plaintiff’s needs by reason of commercial, legal, or personal advantage.” Nygh, P. and Butt, P.: Butterworths Concise Australian Legal Dictionary, Sydney, Butterworths, 1998. Forum shopping is often regarded as undesirable almost to the extent of “foul play”.


� Dow Jones & Company Inc v Gutnick [2002] HCA 56.


� This is a common approach for a defendant wishing to avoid having a dispute heard in the forum in question. Note, however, that option of asking the court to decline jurisdiction is mainly available in common law courts (see further below). 


� The lex loci delicti rule is for example applied in Australia (see: Regie National des Usines Renault SA v Zhang [2002] HCA 10), and is also suggested to be the main rule (Article 3) in the proposed European ROME II Regulation on the Law Applicable to Non-contractual Obligations (see further: Proposal presented on the 22nd of July 2003). As far as the People’s Republic of China is concerned, it can be noted that a form of the lex loci delicti rule is applied (General Principles of the Civil Law of the People's Republic of China, Article 146(1)), but the details around its application are somewhat unclear.


� As is discussed in relation to the courts’ option to decline jurisdiction (below), it is common for the plaintiff to limit the claim to damages suffered within the forum. In addition to the consequences this has in relation to the courts’ option to decline jurisdiction, it also insures that the lex fori is applied to the entire dispute.


� The available case law is mainly from the US. For a discussion of some of the issues involved in this type of contracts, see for example, the Australian Copyright Law Review Committee's report, Copyright and Contract (30 April 2002).


� Gatt, A.: The Enforceability of Click-wrap agreements, Computer Law & Security Report Vol. 18 No. 6 2002, p. 408.


� E.g. Trade Practices Act 1974 (Cth) s. 67, Law of the People's Republic of China on Protecting Consumers' Rights and Interests (1994), Article 16, and the European Rome Convention on the law applicable to contractual obligations – Official Journal No L 266/1 of 9 October 1980, Article 5.


� For further information on this, refer to: Fawcett, J.: Declining Jurisdiction in Private International Law, Oxford: Clarendon Press, 1995.


� Regie National des Usines Renault SA v Zhang [2002] HCA 10.


� The most recent Australian case that dealt with this issue in great detail was the Supreme Court of Victoria’s decision in the defamation dispute between Victorian businessman Joseph Gutnick and US publishing company Dow Jones. For a discussion of which factors Justice Hedigan, took into account in Gutnick v. Dow Jones [2001] VSC 305 see: Svantesson, D.: The Gutnick v. Dow Jones decision – Which questions were answered and which were not?, Internet Law Bulletin Vol. 4 Issue 7, 2002.


� Transcript of High Court hearing, points 1484 – 1487.


� Dow Jones & Company Inc v Gutnick [2002] HCA 56.


� Harrods Ltd. V Dow Jones & Company Inc. [2003] EWHC 1162 (QB).


� Investasia Ltd and Another v Kodansha Co Ltd and another HKCFI 499 (18 May 1999).


� Of course, also a judgment that cannot be enforced can have a moral value. For example, a judgment in favour of a plaintiff in a defamation case might very well carry great value as ‘evidence’ that the defamatory material was untrue. However, this sort of moral value should be kept separate from the legal value discussed in the text above.


� Such as the Brussels Regulation 44/2001 (discussed above).


� “The right to be given a fair hearing and the opportunity to present one’s case, the right to have a decision made by an unbiased or disinterested decision maker and the right to have that decision based on logically probative evidence” .” Nygh, P. and Butt, P.: Butterworths Concise Australian Legal Dictionary, Sydney, Butterworths, 1998.


� A court would ordinarily not enforce a foreign judgment if that judgment offends “natural justice”.


� Note that this was essentially a criminal matter and different rules apply in relation to the recognition and enforcement of judgments in criminal matters, as compared to judgments relating to civil disputes. Note also that the company name is actually “Yahoo!”, but the exclamation mark will be left out in this paper.


� However, the auction service was not at all specifically designed for the purpose of auction Nazi material.


� Section R645-1.


� International League Against Racism & Anti-Semitism (LICRA) and the Union of French Jewish Students (UEJF) v. Yahoo! Inc. High Court of Paris, 20th of November 2000. 


� Yahoo!, Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme, 169 F.Supp. 2d 1181 (N.D. Cal. 2001), at 22.


� Yahoo!, Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme, 169 F.Supp. 2d 1181 (N.D. Cal. 2001).


� E.g. Johnson D., and, Post, D.: Law And Borders--The Rise of Law in Cyberspace, Stan. L. Rev., 48, 1996.





