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In response to the discussion paper released by the Standing Committee of Attorneys General on 'Unauthorised Photographs on the Internet and Ancillary Privacy Issues'

The discussion paper this submission addresses, deals with the rising concern about unauthorised images being published on the Internet. While the law already regulates the publication of several types of images (e.g. through defamation laws), it seems that technology has now made possible, or more accurately, increased the possibility for, the capturing and publication of images generally perceived as undesirable, but presently not unlawful.

It is, however, not difficult to impose regulation covering the undesirable behaviour outlined in the discussion paper. The real challenge is to do so without imposing unnecessary restrictions on the normal and positive use to which these new technologies can be, and are being, put. It must always be borne in mind that rules that are protective of privacy may constitute restrictions of other equally fundamental human rights, such as the freedom of expression. Thus, this is an area in relation to which we must proceed with great caution.

The questions put forward in the discussion paper are as follows:

(1) Should the taking of unauthorised images of children be restricted, giving consideration to the competing interests of privacy versus freedom to take photographs in public places? and

(a)
If so, what form would those restrictions take?; and

(b)
What exceptions, if any, would be required? 

(2) Should the use or publication of unauthorised photographs/ images taken in public places be regulated?; and

(a)
If so, what is it about the use that makes it worthy of regulation?;  and

(b)
What types of ‘use’ should be regulated?

(3) Should consent be required for photographs used for particular purposes?

(4) In the event that an offence to deal with unauthorised photographs on the Internet is considered necessary, what features should it contain? 

(5) Should there be some enforceable civil right in relation to the use of your image? If so, on what basis?

A bit simplified, the problem identified in the discussion paper is that modern technologies make possible certain conduct, not restricted by law, but deemed undesirable by the general public. As is highlighted in the discussion paper, this problem is two-sided and it is tempting to pursue a two-sided response; it most definitely requires regulation dealing with the publication of the type of undesirable images described in the discussion paper, and provided that a suitable approach can be identified, it would also be desirable to address the actual capturing of these images. 

Questions 1 and 3 are addressed under the heading “The capturing of the images”, while questions 2 and 4 are dealt with under the heading “The publication of the images”. Question 5 will be touched upon in both these contexts.

The capturing of the images:

While, as the discussion paper makes clear, there is protection in place to safeguard against the capturing of images of people in their private sphere, no such protection is provided in relation to the public sphere (unless the person being captured in the image is engaged in some particularly private activity). The public’s reaction to the type of images mentioned in the discussion paper illustrates that the lack of protection is out of line with the public’s perception of what is right and what is wrong. However, the capturing of images without the object’s consent is neither a new, nor an Australia-specific, problem. For example, during the European summer of 2005, the beaches in the north-German town of Rostock have been patrolled by people equipped with binoculars to catch those who covertly capture images of sunbaking people. It may also be worth remembering that, particularly historically, people of several cultures have been opposed to having their photos taken at all. 

As is made clear in this part of the submission, there are strong reasons for introducing further regulation of the capturing of other peoples’ images. However, practical difficulties and privacy concerns make such regulation undesirable.

It seems reasonable to suggest that people may wish to restrict, not only the manner in which their images are being used, but also the circumstances in which their images are being captured. Indeed, while people in general may be more concerned about the publication of images, the very capturing of images is a reasonable cause for concern, because one simply cannot know how the images are going to be used. Thus, even leaving aside the fact that people may feel uneasy about having had their image captured for someone else’s private pleasure, the fact that one cannot be sure how the image will be used, and much less control how the image will be used, is a serious cause for concern in its own right. 

We must also question what right we are protecting by not requiring consent where one person wishes to capture the image of another? Is there a fundamental human right of the right to capture images of whatever one wishes? The answer is obviously no. It consequently seems we are balancing the right to one’s image (arguably a part of the fundamental human right to privacy) on the one hand, and the freedom to capture images of other people on the other hand. 

If it is concluded that it is necessary to regulate the capturing of images, the law could require prior consent to be given by the object of the image being captured, wherever taken, if the objective purpose of the image is to portray that individual alone, or as part of a small group, whether or not in combination with portraying other objects. However, on a practical level, such an approach is highly problematic, as it would be extremely hard to enforce. Furthermore, a person having gained consent to capture the image of another person, may very well wish to get the consent confirmed in writing so as to avoid potential denial of the consent in the future. This may have undesirable privacy implications as the object of the image would need to provide the photographer with personal information. Indeed, it is submitted that most people would be very reluctant to give out their personal details to a stranger who has just captured their image. The risk of abuse is obvious. Thus, until a solution can be found to this dilemma, further restrictions on the capturing of images in public places are undesirable.

The publication of the images:

In deciding what limitations should be placed on the publication of images, we must first identify what type of images we are seeking to limit the publication of. Typically, the images that are undesirable but still “fall through the net” are not defamatory as defined in Australian law (thus falling outside defamation laws), are not portraying nudity, sexual activity or other private activity, or activities in private places (thus falling outside the regulation of the classification scheme and outside criminal rules regarding child pornography and the behaviour outlines e.g. in Part 3B of the Summary Offences Act 1988 (NSW)). Furthermore, the images are ordinarily not captured by persons falling within the Privacy Act 1988 (Cth) (which highlights one of the unfortunate consequences of the $3,000,000 bar to the application of that Act) and similar instruments. The question is then, what is it about these images that make them objectionable if they do not fit within these regulatory instruments outlined above? The answer is that all of these images, when looked at in their context, amount to degrading objectification.  

It is submitted that it is necessary to introduce a new crime – the crime of publishing images constituting degrading objectification. A provision outlining such a crime could read as follows:

Any person who intentionally or recklessly publishes one or more images that would be degradingly objectifying, and likely to wound the feelings, arouse anger or resentment or disgust or outrage, in the mind of a reasonable person, being the person portrayed, is guilty of a crime.

Such a crime would partly overlap with, but also go further than, current regulation of, for example, defamation and child pornography. Even so, the reference to the standard of a ‘reasonable man’ should ensure that the crime is not given an overly broad interpretation.

While the text above would constitute the core provision of a crime of degrading objectification, it is also necessary to provide for limited exceptions. One exception is implied in the provision itself; where the person being portrayed has consented to being portrayed in a manner amounting to degrading objectification, the publication cannot possibly wound the feelings, arouse anger or resentment or disgust or outrage, in the mind of a reasonable person, being the person portrayed.

The second and more complex area of exceptions relates to the media. We must avoid a situation where the freedom of the media to report news is inappropriately restricted by reference to the privacy, reputation etc of the object of the reporting. The law of defamation has had to cope with this balancing act for as long as it has existed, and there is no reason to believe that similar balancing cannot be achieved in relation to a crime of degrading objectification. In fact, it would seem that by its very nature, the crime of degrading objectification would be less likely to clash with the media’s news reporting, than the tort of defamation is. After all, the media often has an interest in publishing stories that may be defamatory, while there seems to be little reason for the media to report in a manner amounting to degrading objectification.

Finally, it must be noted that this submission expresses no opinion as to whether the crime outlined above should be associated with the possibility of the victim taking a civil action. Further study is required to determine that issue.
Jurisdictional issues:

Chapter 5 of the discussion paper points to the jurisdictional issues associated with Internet publications, and espouses the view that offences under state or country legislation “may be criticised for being unenforceable given material uploaded on the websites may come from destinations far and wide.” However, as long as the person uploading the images is an Australian, which would seem likely to be the case in relation to most images captured of Australians, this is not a jurisdictional issue, but rather an evidentiary one. In fact, Australia’s jurisdictional reach is greater, not more limited, in Internet related situations, as compared to ‘brick and mortar’ crimes. Not only can Australia enforce judgments against all the people in Australia (just as in relation to offline crimes), but Australia can also enforce judgments against content on Australian webservers. Thus, the jurisdictional scope is in fact larger. The problem is, as stated above, a matter of evidence; it may be hard to prove that a person in Australia is responsible for uploading images onto a foreign server. However, if it can be proven that a person in Australia has uploaded unlawful content, it does not matter much that the content is on a foreign server; a court could easily order the person responsible to take down the content. In other words, as long as the person responsible is physically present in Australia or has assets in Australia, there are no jurisdictional problems, only evidentiary ones.

Having said this, it is acknowledged that jurisdictional issues will arise in situations where temporary visitors to Australia have captured images in Australia that they subsequently publish on servers outside Australia, while they themselves are outside Australia. Such situation should, however, be rare compared to instances where Australians capture images of other Australians and publish those images on the Internet.

Even more importantly, we cannot afford to do nothing, simply because what we can do will not be 100% effective. The reality is that no laws are 100% effective. In other words, the jurisdictional (and evidentiary) issues that are associated with Internet publications are not reasons not to act, and indeed, as this is not a problem specific to Australia, there are good reasons to believe that Australian legislation may inspire similar legislation in other countries. 

Examples of application:

While each case must be judged on an individual basis, the following examples may be illustrative of how the crime of degrading objectification outlined above would work in practice:

A) Person A takes a photo of the Sydney Opera House, there are several persons passing by who are also caught in the image. The image is placed on A’s personal website as part of a travel story.

In this situation, the publication on a website, as part of a travel story, would ordinarily not amount to degrading objectification.

B) While standing at the Sydney Opera House, person B spots a particularly attractive young lady. Without her knowledge, he takes a photograph zooming in on her with the Opera House in the background. The image is placed on B’s personal website as part of a travel story.

In this situation, whether or not the publication amounts to degrading objectification would depend on factors such as the text accompanying the picture and whether the travel story contain several such photographs. For example, if the accompanying text is “sexy Sydney girl”, and there are similar pictures with similar texts from other locations, it may be a case of degrading objectification.

C) While standing at the Sydney Opera House, person C spots a particularly attractive young lady. Without her knowledge, he takes a photograph zooming in on her breasts with the Opera House in the background. The image is placed on C’s personal website as part of a travel story.

In this example, it seems highly likely that the publication of the image could amount to degrading objectification. 

D) Person D takes a photograph of a small group of children playing in a public pool. The picture is placed on a website containing a collection of similar photographs taken at different occasions at several different public pools.

E) Person E takes a photograph of a small group of children playing in a public pool. The picture is placed on the local council’s website in the context of information about the public facilities of the local area.

Situation E would not seem to amount to degrading objectification. However, situation D certainly does.

Concluding remarks:

This submission has concluded that even though the approaches we can take to address the concerns raised in the discussion paper will not be 100% effective, we cannot afford to do nothing. In light of that observation, this submission presents the possibility of introducing a new crime to address the problems outlined in the discussion paper released by the Standing Committee of Attorneys General on 'Unauthorised Photographs on the Internet and Ancillary Privacy Issues' - a crime of degrading objectification.
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